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Special Evidence Actions as an Effective Instrument for the Suppression of Terrorism in the Republic of Serbia

Authorities who are dealing with the suppression of crime around the world are in compliance with the view that terrorism is a major threat to the overall international order, so it is necessary to find adequate responses to contemporary criminal threats accordingly. One of the most important instruments for the suppression of terrorism are the special evidence actions which have been introduced into the criminal procedure legislation of the Republic of Serbia quite reasonably, since the most dangerous and the most serious crimes cannot be effectively detected and proven by means of criminal proceedings that is familiar with the classical evidence actions. Namely, the desired efficiency of this type of crime can be achieved only by empowering authority to prosecuting authorities (police and prosecutors) with the aim of helping them to more efficiently and in a more flexible manner find evidence of the existence of a criminal offense which belongs to organized crime, terrorism or other exceptional serious crimes and to legalize special institutes such as an undercover investigator. According to that, the Code of Criminal Procedure of the Republic of Serbia provides for special evidence actions that, in addition to precise legal regulations for the effective implementation of the fight against terrorism, require the existence of some other factors. The authors have analyzed the subject matter from several aspects: firstly, special evidence actions in the Republic of Serbia (introductory considerations); secondly, some special evidence actions and efficiency of criminal proceedings in the fight against terrorism; thirdly, the concluding considerations.

Special Evidence Actions in the Republic of Serbia

One of the indispensable conditions of successful action in the fight against crime, sublimating terrorism, is the prediction of special evidence actions in the normative framework of the Republic of Serbia as an efficient instrument for combating terrorism (Freestone, 1981; Leeuwen, 2003; Lodge, 1988; Friedrichs, 2008; Blishchenko, 1984; Charters, 1991; Corves, 1978) which, for the first time adopts an implicit division into general and special evidence actions in the Criminal Procedure Code of the Republic Serbia from 2011
. Namely, in theory, any success in the field of combating this type of crime is unthinkable in practice, without an adequate normative framework (Bejatovic, 2017: 291; Skulic, 2013: 33), respectively, the assumptions that must be realized in order to serve the effective suppression of this kind of crime. Accordingly, it’s necessary to have a norm which regulates cooperation between the competent authorities in the application of special evidence actions and the adequacy of the application of such a norm. Both in theory and in practice, their functional connections are indisputable, as well as the fact that the quality of the legal norm and its adequate application in practice depend, not to a small extent, on the degree of influence of special evidence actions on the suppression of terrorism. Accordingly, if a specific legal text corresponds to modern requirements of the fight against crime, if its norms find adequate application in practice, if the abuse of such norms is reduced to the minimal number of cases, than the role of special evidence actions, as well as the role of criminal law in general in the field of fight against crime, is not just more substantial, but also significantly more successful. These aspects are especially manifested in serious forms of crime, and the efficient cooperation between competent state authorities stands out as having special importance (Sokovic, Cvorovic, Turanjanin, 2017: 843), using special evidence actions as an instrument of successful fight against crime and as such, corresponds to the goals of the special and general prevention, which is particularly significant for criminal offences of terrorism. Special evidence actions (Banovic, 2006: 379) are taken in pre-investigative proceeding, whereas efficiency of criminal procedure depends on the effectiveness of criminal proceeding. One of the most important factors of the effectiveness of the preliminary proceeding in the fight against terrorism is the mutual cooperation between the main subjects of the previous criminal procedure of the Republic of Serbia, which is the police and the public prosecutor (Cvorovic, 2013: 116). The police is the subject with the largest volume of operations in the pre-investigative procedure, and the public prosecutor is the head of the pre-investigative procedure and he is conducting an investigation (Bejatovic, 2008: 108). Also, when it comes to special evidence actions, the order for taking special evidence actions is made by a preliminary procedure judge, except in the case of controlled delivery. The cooperation of mentioned entities must be active and characterized by a professional relationship, and as such it must be based on law or an appropriate sub-legal act. The legal framework in the fight against terrorism in the Republic of Serbia in the field of special evidence actions is the Code of Criminal Procedure of the Republic of Serbia from 2011. The Code of Criminal Procedure of the Republic of Serbia (Skulic, 2014: 23; Djurdjic, 2014: 66) provides for the following special evidence actions:

       Secret surveillance of communication

       Undercover tracking and recording of a suspect

       Simulated operations

       Computer search and data comparison

       
Controlled delivery
 Undercover investigator

Accordingly, special evidence actions can be identified as actions that the police and the public prosecutor and other authorities who are dealing with the prevention and suppression of crime, systematically, with secret manner, using deception, collect information about crimes and their perpetrators with the aim of detecting and proving them, and without the knowledge of the person to whom they are being undertaken. Aspects of particularities are manifested in relation to the secrecy of the undertakings, the criminal offences against which they are being undertaken, and the scope of the restrictions on human rights which must be in proportion with the goal which should be achieved, which is more than justified in the criminal acts of terrorism. Also, special evidence actions cannot be undertaken by any person but only those who are specially trained and integrated into special organizational units and services. Principles that must be respected when taking special evidence actions in the fight against terrorism are:

-the principle of legality - explicitly foressen and regulated by law;

-the principle of subsidiarity - can be applied only if the desired objective cannot be achieved by milder measures

-the principle of proportionality - it is necessary to have a proportion between the violation of the human rights and freedoms of citizens in their application and the gravity of crimes in which they are being proven.

-the principle of judicial supervision - the court approves measures and conducts control of the legality of their application.

The realization of basic freedoms and rights represents one of the basic goals in a modern, democratic society, and the possibility of their limitation in the application of special evidence actions in the fight against terrorism must be foreseen by international documents and their implementation in the national framework of the Republic of Serbia. As far as the international framework is concerned, the Recommendation Rec (2005) 10 of the Committee of Ministers on "special investigative techniques" in relation to serious crimes including acts of terrorism
, provides for the use of special evidence actions only for the most serious crimes, including terrorism, considering the fact that taking special evidence actions is much more about getting into the right to privacy of the personswhom they are directed towards. It also has to "have sufficient reason to believe that serious crime has been committed or is being prepared by certain individuals or unidentified individuals or groups of individuals".

 In addition to the above recommendation, a significant international document of the necessity of carrying out special evidence actions in accordance with the standards of fair trial and the prohibition of illegal evidence is the European Convention for the Protection of Human Rights and Fundamental Freedoms ratified by the Republic of Serbia
. Accordingly, the general constitutive elements of a group of procedural rights relating to a fair trial, including pre-investigative, are as follow: the right to equality of arms; the principle of contradiction; right to proof; fast and efficient procedure. The right to proof refers to the elements of carrying out special evidence actions that must be legally grounded with precisely determined rules and procedures in the application of special evidence actions. The task of the European Court of Human Rights ( Schabas, 2015; Roberts, Hunter, 2012; Wolfrum, Deutsch, 2007 ) is not to determine the coherence of undertaking special evidence actions with national legislation, but with the European Convention for the Protection of Human Rights and Fundamental Freedoms. Accordingly, one of the main challenges in modern society is the protection of human rights on the one hand and the restriction of them in the use of special evidence actions in combating terrorism on the other hand. Implicit rights to a fair trial (Cvorovic 2016: 43), the right to proof or the prohibition of illegal evidence is assessed before the European Court from the point of view of the manner of obtaining or producing evidence and to the extent that it influenced fair proceedings in general or violation of any other right of the European Convention ( Amatrudo, William, 2015 ). Namely, in case of taking special evidence actions, the violation of right to respect private and family life will most often occur, while the right to a fair trial is viewed as a whole, and if evidence is obtained by undertaking secret surveillance of the communication, it is illegal and it was not the only proof against an accused in a case involving a serious crime, there has been no violation of Art. 6 of the EC ( Summers, 2007 ), but only Art. 8 of the EC the right to respect  private and family life.   

In accordance with the above mentioned, we can conclude that the application of special evidence actions viewed from the aspect of international standards is ultima ratio in the manner prescribed by law, whereby it is not enough only to formally determine the action, but the actual judicial supervision of the approval and application. In this way, the desired balance is ensured between the application of special evidence action and basic human rights that are being limited, which represents a guarantee of the efficiency of criminal proceeding on the one hand and the realization of human rights on the other hand.

Some special evidence actions and efficiency of criminal proceeding in the fight against terrorism

The Criminal Procedure Code of the Republic of Serbia provides for special evidence actions in Chapter VII, which is called "special evidence actions " and, in contrast to the previous legal solutions, it does it in a more detailed, more precise manner and, which is more important, it does not limit them exclusively to the criminal offenses of the organized crime, but also to other serious crimes in which it is justified to apply those measures. Also, it is important to mention that as lex specialis in relation to the Criminal Procedure Code, the Law on Organization and Jurisdiction of Government Authorities on combating the Organized Crime, Terrorism
, and Corruption, which introduced the name of the criminal offence of terrorism with the latest amendments, which is another indicator of the importance of improving the normative framework of the Republic of Serbia in the fight against terrorism. The aforementioned legal text foresees criminal acts for which the law is applied, as well as the state authorities responsible for the fight against organized crime, terrorism and corruption (Bošković & Radović, 2017). 

State authorities who are responsible for criminal proceedings regarding criminal offenses of the organized crime, terrorism, corruption are: the Prosecutor's Office for Organized Crime, the Ministry of Internal Affairs - the organizational unit responsible for combating organized crime, Special Department of the Higher Court in Belgrade for organized crime, Special Department of the Court of Appeals in Belgrade for Organized Crime and Special Detention Unit of the District Prison in Belgrade. The procedure for detecting and proving criminal offenses of organized crime, terrorism is foreseen by the Criminal Procedure Code of the Republic of Serbia and by special evidence actions (Banovic, 2012: 142) as an effective instrument in the fight against terrorism. All special evidence actions can be divided into two categories. One consists of the activities of the secret observation, or surveillance and recording of telephone and other communications, which are performed by remote devices, supervision and recording of direct verbal communication by bugging rooms or persons, by optical control of persons and premises. The second category is represented by the action of inserting in the criminal environment, and this involves the engagement of a undercover investigator and the realization of simulated jobs. The authors will analyze some special evidence actions from the aspect of current legislative solutions. In the continuation of the paper, due to its limited scope, only two actions of this character are going to be analyzed. There are: 
 Secret surveillance of communication

The secret surveillance of communication followed by the reasoned proposal of the public prosecutor is determined by the court by ordering surveillance and recording of communication, which is done by means of telephone or other technical instruments or control of the electronic address or other addresses of the suspect and confiscation of letters and other parcels. In addition to the formal condition for undertaking secret surveillance of communications, as a material condition, the Code of Criminal Procedure provides for the existence of reasonable doubt that one of the offenses referred to in Art. 162 of the Criminal Procedure Code is performed, if  evidence for prosecution cannot be collected otherwise or its collection would be significantly impeded "or if one of the crimes referred to in Art. 162 of the Criminal Procedure Code is being prepared, and the circumstances of the case indicate that otherwise the criminal offense could not be detected, prevented or proven or would cause disproportionate difficulties or great danger "(Article 161, Paragraphs 1 and 2 of the Code of Criminal Procedure). Criminal offenses under Article 162 of the Code of Criminal Procedure are: crimes under jurisdiction of the public prosecutor’s office of special jurisdiction; specifically stated criminal offenses - including serious murder, kidnapping, extortion, forgery of money, money laundering, receiving and giving bribes, trade in influence, abuse of office, etc.; preventing and interfering of proving if it is committed in connection with crimes from Paragraphs 1 and 2. As it is mentioned, the secret surveillance of communications is determined by the preliminary procedure judge’s order which is explained. The order contains: available information about the person under whom secret surveillance of the communication is being performed, the legal name of the criminal offense, the marking of the known telephone number or address of the suspect, or the telephone number or address for which there is reasonable doubt that the suspect is using, the reasons on which the suspicion is based, manner of implementation, scope and duration of special evidence action.
The order of the pre-trial judge is executed by the police, Security Information Agency, Military Security Agency. This special evidence action can last up to 12 months. Interestingly, the action foreseen by the Code of Criminal Procedure of the obtained records of the realized telephone communication, the used base stations or the location of the communication point (Article 286, Paragraph 3 of the Code of Criminal Procedure) constitutes an operational action, and it jeopardizes the right to privacy. Accordingly, the opinion of our courts is that the listing of telephone conversations is evidence that can be presented at the main hearing (SCC, C No. 1547/04 of 22nd November 2004). According to the European Court of Human Rights (Copland v. United Kingdom, 62617/00, 3rd April 2007), listing is considered as an integral part of telephone communication and it can be used as evidence in criminal proceeding. It is not necessary to mention that if, during the conduct of secret surveillance of communication, it becomes known that the suspect uses another phone number or address, the state authority will extend the secret surveillance of the communication to that telephone number or address and will immediately inform the public prosecutor. Upon receipt of the notification, the public prosecutor will immediately submit a proposal to subsequently approve the extension of the secret surveillance of communication. The preliminary procedure judge decides on the proposal, within 48 hours from the receipt of the proposal, and draws up a note in the record. If he adopts a proposal, the preliminary proceedings judge will subsequently approve the extension of the secret surveillance of communication, and if the proposal is rejected, the collected material is destroyed.

Secret surveillance of communication is an extremely sensitive sphere of stepping into someone’s privacy, and the application of that measure should be reduced to aspects of necessity in a democratic society, proportionality, and legality, so that it can be viewed from the perspective of an effective instrument in the fight against terrorism.

Undercover tracking and recording of a suspect

Undercover tracking and recording of a suspect as a special evidence action which is separated from the secret surveillance of communications by the Code of Criminal Procedure of the Republic of Serbia in 2011, still leaves doubt as to whether the mentioned action implies only visual recording or the possibility of tone recording, especially considered from the aspect of crimes difficult to prove such as criminal offenses of organized crime, terrorism, etc. Undercover tracking and recording of a suspect primarily relates to the suspect, but also to other persons with whom the suspect has contacts. According to the Code of Criminal Procedure, the objectives for which undercover tracking and recording of a suspect is carried out are:

- detection of contacts or communication of suspects in public places and places where access is restricted or in premises, except in the apartment;

- identification of a person or locating a person or thing.

When it comes to places or premises in which undercover tracking and recording is done, this can be done in means of transport of other persons may be subject of undercover tracking and recording only if it is likely that the suspect will be present or use these means of transport. Places where access is restricted are places that can be accessed by a limited number of persons on a certain basis, while the concept of the premises should be interpreted in relation to the search terms. Undercover tracking and recording can be determined in order to determine the identity or location of the person with whom the suspect meets and locate things (these are the things which belong to criminal offence or things which could serve as evidence). The recording of communication primarily refers to oral communication that the suspect, without the use of technical means, realizes with the other person.

In order for the authorized persons to undertake the mentioned action, it is necessary to fulfill the general material and formal conditions for undertaking which are foreseen for the secret surveillance of the communication as well. The formal condition is the reasoned proposal of the public prosecutor on the basis of which the court can determine the undercover tracking and recording of a suspect. The order which is made by a preliminary procedure judge contains information of the suspect, legal name of the criminal offense, the reasons on which the suspicion is based, the designation of premises, places or means of transport, the authorization for entering and setting up technical devices for recording, the manner of implementation, the scope and duration of the special evidence action. The order is executed by the police, Security Information Agency or Military Security Agency.

The legislator has not precisely determined whether the recording presupposes only visual recording or can be categorized as a tone recording. There are arguments that support both interpretations of the legal solution, but ultimately the final position on this issue will be determined by the court practice. The arguments that support the possibility of visual and tone recording of the suspect who is being followed are as follow:

- the concept of recording refers to video/photo and tone recording, since the recording can have both meanings;

- criminal offence difficult to prove regarding organized crime, terrorism can be taken as an argument of great need for tone recording of open and closed premises.

However, the European standards of the right to privacy and restrictiveness in their limitation are in favor of the opposite attitude from the previous one, and the arguments that follow this attitude are the following:

- seen from the aspect of the objective of undercover tracking and recording, which is the detection of contacts and communication of the suspect in public places and places where access is restricted, or determining the identity of a person or locating a person or thing, it is a matter of visual undercover tracking.

- the necessity of an explicit provided by Criminal Procedure Code of the scope, the conditions for limiting the right to privacy, which in the case of undercover tracking and recording is foreseen only in the case of visual recording.

Undercover tracking and recording is more than a necessary special evidence action in the fight against the most serious forms of crime, including terrorism, and the legitimacy of the implementation of this action is not a sufficient basis for its implementation, but there must be precise conditions and method of application by law, so that the fight itself against the most serious forms of crime, is raised to a higher level, which is a characteristic of a modern, democratic state.

Final considerations

In accordance with what was previously mentioned, we can conclude that special evidence actions are becoming the foundation of a modern society in the fight against the most serious crimes that are certainly crimes of terrorism. There is no longer a question of the ratio of legis of special evidence actions, but more effective application and scope of restrictions on fundamental freedoms and rights in accordance with the goal which should be achieved by their application. The standardization of special evidence actions is a result of necessity of the transformation of basic evidence actions which has not been proven to be a sufficiently effective instrument in combating the most serious forms of crime, as well as the development of modern investigative methods and techniques that are extremely effective both in the field of prevention and repression. Also, for the effective implementation of special evidence actions an adequate legal framework is not enough, but also the realization of some other elements, in the function of more efficient implementation. Namely, certain legal solutions need to be elaborated by sub-legal acts as well as the purchase of adequate technical equipment without which special evidence cannot be taken. Bearing in mind the necessity of taking special evidence in pre-investigative phase and criminal proceeding, it is more than obvious that they represent the imperative of a modern society in the fight against terrorism, but also the harmonization of the realization of basic freedoms and rights on the one hand and more efficient criminal procedure on the other.
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